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* |nformation regarding a person’s substance
abuse history Is federally protected to
encourage those needing treatment to seek
help without fear of repercussions
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Several ruIES‘?pTIIcho part|C|pants in Drug
treatment courts.

42 CFR Part 2 — The alcohol and substance
abuse treatment confidentiality rule.

g all health
elated information. -


Presenter
Presentation Notes
Confidentiality, also known as “Privacy” involves the protection of patient information and is protected by three major rules.

42 CFR part 2 – the alcohol and substance abuse treatment confidentiality rule.

Most states also have specific laws that cover the release of HIV information.

HIPAA – are new federal rules covering all health related information.


472 CFR Part 2

The regulations geverning
‘confidentiality of alcohol and drug
abuse patient records



42 U.S. Code 290dd
42 CFR Part 2

= [rst iIssued 1975, revised 1987

= Designed to help deal with the stigma of
addiction.

= Reguires notification of confidentiality,
consent forms, prohibition of re-disclosure

= 4'm sorry | cannot acknowledge whether
SOmMeone IS or ISN’t IN our treatment
pregram:.


Presenter
Presentation Notes
42 CFR part 2 is the set of confidentiality laws that treatment providers have been operating under since 1975, with a major revision of those rules in 1987.
They were designed to help patients avoid the stigma associated with addiction by keeping their treatment information confidential. It also allowed for patients to honestly talk about their drug and alcohol use, without fear that someone would obtain their information and then use it against them.
This law requires the treatment providers to provide patients with a “notification of confidentiality”,…to sign consent forms to disclose information,…and requires the “prohibition of re-disclosure” form that is sent out with any patient information.

The law is so strict that providers cannot even acknowledge whether someone is or isn’t in their treatment program. And the protection is so strong, that it survives death.


42 CFR Part 2

" |mposes restrictions upon the disclosure
and use of patient records that are
maintained in connection with the
performance of any federally assisted
alcohol and drug albuse proegram



Jihere are fines assocliated with infractions of
this regulation:

= 1. If the client requests that a substance
abuse staff participates in case
management while in treatment or during
the after-care phase, an Authorization to
Release Infermation will be completed and
kept on file.




Rules contd.

= 2. No information regarding a client will be
released without a signed Authorization to
Release Information.

= 3. When information IS ferwarded to
another agency, it must contain the
following prohibition:



DISCLOSURE

= This notice accompanies a disclosure of
Information concerning a patient in
alcohol/drug abuse treatment, made to
you with' the consent of:such patient. T'his
Infermation has been disclosed to you
from records protected by Federal
confidentiality: rules (42 CER, Part 2).



DISCLOSURE

= The Federal rules prohibit you from
making any further disclosure of this
Information unless further disclosure IS
expressly permitted by 42 CER, Part 2. A
general authoerization for the release of
medical or other infermation Is NOT
sufficient for this purpoese. The Federal
fules restrict any uUse of this Infermation te
criminally: investigate or presecute a client
O patient.
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I”H” RELEASING
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Rules




WW| Rule # 1

Don'’t release any client information to anyone
Three sets of exceptions:

1. Client consent/authorization

2. When rule does not apply:

Communication internal to agency, crimes on
the program premises or against agency
personnel, Qualified Service Organization
Agreement, and reporting suspected child
abuse or neglect




-u”‘” When rule does not apply
contd.

Medical Emergencies
Research
Audit and Evaluation
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“” EXCEPTIONS CONTD:

3. Court Order Authorizing disclosure
and use:

Subpoena is not the same as a court
order




Elements of Informed Consent

m Name of client

m Name of organization to make the
disclosure

m Name of organization to whom information
IS being disclosed

m Kind and amount of information to be
given
m Purpose of the disclosure



" A
Elements of Informed Consent

m Statement that consent may be revoked at any
time, except as already relied upon and/or
criminal justice system consent

m Date or condition when consent will terminate
m Client signature and date

m Or signature of minor’s parent or other
authorized to sign in lieu of client when
necessary

m Signature of staff assisting client with release



HIPAA

= Health Insurance Portability and
Accountability Act of 1996

= Designed to ensure maintenance of health
INSurance coverage when you change |obs.

= Administrative simplification — Healthcare
processes becoming very complex — look to
standardize information — make it easlier.

= Protect confidentiality and security of patient
Infermation


Presenter
Presentation Notes
HIPAA, the Health Insurance Portability and Accountability Act of 1996, was designed to ensure that people could maintain their health insurance coverage when they switched jobs. 
It also contains provisions referred to as “Administrative Simplification”. Operating Health Care programs has become very complicated with many different insurance companies, regulatory requirements, and various data systems. Administrative Simplification calls for the standardization of information so that all parties use the same billing codes, diagnostic codes, and service codes. This would hopefully make healthcare operations much simpler.
HIPAA also contains important provisions regarding protection of the confidentiality of patient information.


IS your Drug Court a HIPAA
Covered Entity?

WL eSS gev/HIPAAGeRInio).



http://www.cms.hhs.gov/HIPAAGenInfo/

HIPPA

= PH| — Protected Health infermation
=" TPO — Treatment, Payment, Operations
= NPP — Notice of Privacy Practices



Protected Health Information
2 Components

|dentifies the client
Health Information

Any information that is oral, written,
electronic, created or received by health
care provider, health plan, public health
authority, employer, insurer, or others

Relating to past, present or future physical
or mental health status, health care, and
payment for such services




ISSUES

 Information received from another covered
program cannot be re-released

* Information we release cannot be re-
released by others; each disclosure must
be accompanied by a statement that
clearly says this (exact language is in the
rule)




Notice of Privacy Practices (NPP)

PATIENT RIGHTS

Right to request restriction of uses
and disclosures of information

Right to access PHI (protected health
Information) in order to inspect
and/or obtain copies

Right to amend PHI

Right to accounting of disclosures
over past 6 year period




ISSUES

[1Arrest warrant or subpoena are
iInsufficient to obtain client
Information — reguires also
court order or consent




Responding to Subpoena

Is a person a client?
Is there a consent?

Then decide how to manage the
situation

THE BURDEN IS ON THE
ORGANIZATION NOT TO DISCLOSE
CLIENT INFORMATION




ISSUES

DOCUMENTATION OF RELEASES

When entity releases information to:

EMT in medical emergency

Police In case of crime on premises

Child abuse/neglect report

Prevent harm

Court Order

ALL MUST BE DOCUMENTED IN CHART!




Information in response to any
request for information

||I|
”H” 4. When we release any

we should document what was
released.




HIPPA ISSUES

" |nformation received under promise of
confidentiality IS not subject to client right
to access of records

= Confidentiality: of client PHI assured
through secure transmissions (emalil
Secure or fax).

= Program must determine the identity and
authority of person requesting PHI before
It IS released



Common Security Vielations that
threaten confidentiality
" |nappropriate management of use ID,
password, computer eguipment
= EX:
= | eaving terminal turned on or unattended
= Sharing use 1D and/er password
= Reguesting others te use their password
= PEsting off a password (ex: post-it note)



Common Security Violations

= Revealing of client information —
unauthorized disclosure of PHI

= \lisuse of internet, email, fax, malil
systems to send PHI to individuals without
a right to know

= Optaining PHI aboeut clients for other than
Work related, need to know reasons



PRACTICAL SAFEGUARDS

Do not leave papers containing PHI lying around
where others can see them

At end of workday — clear desk or other exposed
areas of PHI and place | secure lecation (file,
cabinet, desk drawer).

Do not talk about patient PHI in public areas

If you take work home don't leave it in a place
accessible to people not agency employees,
keep locked In a briefcase or In car/trunk.



HIPAAvVS. 42 CER Part 2

B The |laws cover a lot of the same material.

= Some points of difference — more specific
or more recent rule usually applies.

= [or the CD Treatment providers, In Most
cases the rules of 42 CER Part 2 are more
stringent

" |0 several cases HIPAA wins.


Presenter
Presentation Notes
HIPAA has required your treatment provider and your drug court to make some changes in your confidentiality practices. HIPAA and 42 CFR cover a lot of the same material. When the two standards differ, the rule of law is that the more specific or more recent rule applies. With regards to chemical dependency treatment, 42 CFR is more stringent than HIPAA in many ways. A lot of what drug courts and treatment does has remained the same. In several cases, HIPAA has required some changes.


Do These Laws Apply to Drug
Court Practitioners?

How Do We Know They Apply?



Is the Drug Court Program a
Treatment Program for the
Purposes of the Confidentiality
Regulations and Why?



General Rule of Disclosure

m “Treatment Programs may only release
iInformation or records that will directly or
Indirectly identify a drug court participant
as a substance abuser or treatment
patient:

With a knowing and written consent from the
participant, AND

Other exceptions (explained earlier)



consents

A proper consent can authorize all parties
Involved in the drug court to share
Information necessary to monitor treatment
progress and compliance.

To be effective the consent form should be
sighed at the earliest possible time.

Judge, coordinator, probation, etc., should
get consent and fax it to treatment before
1st appointment.



Presenter
Presentation Notes
Before the drug court participant is seen by someone at the treatment agency for the first screening or assessment, the consent needs to be signed. The treatment agency cannot share any information without the consent.

You have in your materials a copy of a model consent including HIPAA and 42 CFR requirements. In the monographs on confidentiality, on the DCPI website, and in 42 CFR itself, there are examples of consents to use. 


Requiring Consents

HIPAA prohibits a program from
conditioning treatment on a patient
signing a consent, but

The judge, probation/parole, child
welfare can condition participation In
the drug court program on the
defendant signing the consent form.




ETHICS

s Ethical behavior reguires more than a
familiarity with the profession’s code of
ethics.

s Counselors also need to develop a
personal ethical sense that involves
reflection and insight 1 assuring the best
possible service deliver to their clients.



Process Model for Ethical Decision

Making

= Sensitivity to the = ldentification of the
moral dimensions of type or category of
counseling. This dilemma and
Incluaes not only alternative courses of
professional ethics, action
out also' personal = Referral to the Code
principles and of Ethics and
Oh”OSOphy consistent professiona|
with the profession guidelines for

guidance



Ethical Decision Making

s Examination of the s Application of
relevant federal ana fundamental
state regulations and philosophical
case law for principles and
additional guidance theories to the

= Examination of situation
relevant ethics s Consultation with
iterature for other colleagues

perspective about the dilemma



Ethical Decision Making

= Deliberation through which the counselor
considers alternatives and develops a plan
of action

s Informing appropriate persoens, such as
supervisors, and Implementing the
decision

= Reflection on the action, which allows
counselors an assessment and affirmation
of their ethical decision making process



.Ww RESOURCES
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