
APPENDIX IX
STATE OF MINNESOTA
SECURITY QUESTIONNAIRE – PaaS or SaaS
CONFIDENTIAL

NOTE: Your answers to this questionnaire to the extent deemed relevant by the State will become an appendix in the contract for the awarded vendor.
Company Information
Name of Company: 	
Company Website: 
Contact Person Completing the Questionnaire: 
Email Address:  
Phone Number:  
Date of Completed Questionnaire: 
Questionnaire Completion Instructions
Select the appropriate answer in the Response section and provide additional details and supporting material to support

	
	Requirement
	Response
	Describe

	Information Security Program

	1. 
	A policy is in place that governs the information security program.
	Yes   ☐
No    ☐
n/a   ☐
	

	2. 
	An information security awareness and training program has been established and provides general awareness and role specific (e.g., secure coding, etc.) security training to all employees. 
	Yes   ☐
No    ☐
n/a   ☐
	

	3. 
	Background screenings of employees, contractors and individuals working on behalf of the organization are performed. 
	Yes   ☐
No    ☐
n/a   ☐
	

	Identity and Access

	4. 
	The subject of this RFP provides password protection and security controls that include multi-factor authentication and single sign on.   
	Yes   ☐
No    ☐
n/a   ☐
	

	5. 
	Access policies consider separation of duties, and principle of least privilege for all user and administrator access and logs of access maintained.
	Yes   ☐
No    ☐
n/a   ☐
	

	6. 
	LDAP Authentication is an option for the authentication mechanisim.
	Yes   ☐
No    ☐
n/a   ☐
	

	Data Handling

	7. 
	No data of any kind shall be transmitted, exchanged, or accessed by a fourth-party.
	Yes   ☐
No    ☐
n/a   ☐
	

	8. 
	The subject of this RFP will encrypt all data in transit and at rest using industry standard encryption best practices. 
	Yes   ☐
No    ☐
n/a   ☐
	

	9. 
	All data will be stored, processed, and maintained solely on designated servers on US soil.
	Yes   ☐
No    ☐
n/a   ☐
	

	10. 
	Secure Logging: the system will not log any highly sensitive data (e.g. PCI, PHI, PII, SSN,) into unprotected log storage
	Yes   ☐
No    ☐
n/a   ☐
	

	Software Development Practices

	11. 
	The subject of this RFP will be developed according to secure software development best practices (e.g., OWASP, SANs SWAT etc.).  
	Yes   ☐
No    ☐
n/a   ☐
	

	12. 
	Software Bill of Materials evidence will be made available.
	Yes   ☐
No    ☐
n/a   ☐
	

	13. 
	All source code and object code will be made available to be scanned for vulnerabilities or results of the organization’s source code and object code vulnerability testing will be made available.
	Yes   ☐
No    ☐
n/a   ☐
	

	Vulnerabilities, Logging and Transactions

	14. 

	The Vendor has a process in place to address vulnerabilities in a timely manner.
	Yes   ☐
No    ☐
n/a   ☐
	

	15. 
	The subject of this RFP has the capability to integrate with a Security Incident Event Management (SIEM) system.
	Yes   ☐
No    ☐
n/a   ☐
	

	16. 
	The subject of this RFP’s storage processes, backup storage processes, and security procedures are in place.
	Yes   ☐
No    ☐
n/a   ☐
	

	17. 
	Online transactions will conform to commercial security standards (e.g., PCI-DSS for payment card transactions).
	Yes   ☐
No    ☐
n/a   ☐
	

	Use and Destruction of Data

	18. 
	The subject of this RFP will comply with the requirements of the Minnesota Judicial Branch Rules of Public Access to Records of the Judicial Branch and applicable state and federal laws/regulations (e.g., HIPAA, FERPA, IRS Publication 1075, FBI/CJIS, and PCI DSS).
	Yes   ☐
No    ☐
n/a   ☐
	

	19. 
	Processes will be in place to securely destroy or delete Minnesota Judicial Branch data.
	Yes   ☐
No    ☐
n/a   ☐
	

	Incident Notification

	20. 
	An incident notification process is in place. 
	Yes   ☐
No    ☐
n/a   ☐
	

	External Monitoring

	21. 
	Central management or continuous monitoring software/systems for maintenance, paper use, and other consumables will only communicate with devices via SNMPv3.
	Yes   ☐
No    ☐
n/a   ☐
	


























[bookmark: _Hlk172037829][bookmark: _Hlk172037872]Appendix X
Solution Detailed Requirements

This section describes the solution requirements. Please indicate ‘Yes’ if the requirement will be met and ‘No’ if the requirement will not be met. 

If you indicate Yes, please specify:
· If the functionality is ‘out-of-the box’ or requires a customization.
· Vendors must insert an explanation for how the requirement will be met in the “Describe” column when responding.

Jury management system requirements
The following requirements will build out a Court Staff/Administrator module and a Juror module. 
1. [bookmark: _Toc431900649]Create/Maintain Jury Source List
	Req#
	                   Requirement
	Yes / No
	               Describe 

	1.1

	The system will allow consolidation from multiple sources for the juror dataset.
	
	

	1.2

	The system will manage the consolidation of jurors to remove duplicates, deceased individuals, out of state individuals, or those with previous service.
	
	

	1.3

	The system will randomize all Minnesota citizens to identify available jurors.
	
	

	1.4
	The system can provide a tested and proven juror randomization algorithm at multiple stages of the juror life-cycle.
	
	

	1.5
	The system/vendor will provide documentation regarding the randomization processes annually.
	
	

	1.6
	The system/vendor must provide statistical information about the juror dataset annually.
	
	

	1.7
	The system/vendor can compare the juror annual dataset to the US Census to measure inclusivity and representativeness.
	
	








2. Summon/Qualify Perspective Jurors
	Req #
	Requirement
	Yes / No
	               Describe

	2.1.1
	The system can provide a holding place (database) where all potential jurors are available for randomized summoning.
	
	

	2.1.2
	The system will flag out-of-county addresses.
	
	

	2.1.3
	The system will provide location-specific configuration of dates for juror service.
	
	

	2.1.4
	The system will allow location-specific configuration for the volume of jurors called to service.
	
	

	2.2.1
	The system will allow on-demand, location-specific summoning.
	
	

	2.2.2
	The system will provide staff with administrative control over summoning and separate staff rights.
	
	

	2.2.3
	The system will provide a solution for automated summoning.
	
	

	2.2.4
	The system will provide solutions for multiple methods for summoning. (e.g.,postcards, and other electronic means).
	
	

	2.2.5
	The system will provide secure communications to a print vendor for summons printing. 
	
	

	2.2.6
	The system will allow jurors to fill out and submit their questionnaires online.
	
	

	2.2.7
	The system will allow jurors to provide their demographic information online.
	
	

	2.2.8
	The system will allow jurors to request schedule changes online.
	
	

	2.2.9
	The system will allow for automated schedule change approval within Minnesota court business rules.
	
	

	2.2.10
	The system must allow for review of submitted materials by jury personnel.
	
	

	2.2.11
	The system will allow staff to approve juror requested schedule changes and service ends.
	
	

	2.2.12
	The system will allow notices to be sent when juror schedules are changed or ended.
	
	




3. Manage Prospective Jurors
	Req#
	                   Requirement
	Yes / No
	               Describe 

	3.1.1
	The system will keep grand jurors and petit jurors separate.
	
	

	3.1.2
	The system will allow staff to be able to search for jurors by name, juror number, DOB, and other associated identifiers.
	
	

	3.1.3
	The system will enable for staff to search for cases.
	
	

	3.1.4
	The system will enable staff with the ability to filter their search.
	
	

	3.1.5
	The system will track juror's activities throughout their service.
	
	

	3.1.6
	The juror activity history is editable for correction, time stamped, and user-identified.
	
	

	3.1.7
	The system will provide the ability for jurors to update their information.
	
	

	3.1.8
	The system must allow jurors to opt in/out of various forms of electronic communications online.
	
	

	3.1.9
	The system will allow jurors to submit conflict dates online for review.
	
	

	3.1.10
	The system will permit staff to add juror conflict dates.
	
	

	3.1.11
	The system will allow staff to add comments/notes for individual jurors.
	
	

	3.1.12
	The system will allow for the management of uploaded documents, and questionnaires for jurors.
	
	

	3.1.13
	The system will allow staff to manage incoming juror communications (questionnaires) electronically.
	
	

	3.1.14
	The system will allow the courts to provide information about juror service online.
	
	

	3.1.15
	The system will allow staff to modify and end juror service dates.
	
	

	3.1.16
	The system will allow for manual printing of work certificates, petit summons, grand jury summons, and barcodes for a single juror.
	
	

	3.1.17
	The system will automatically print work certificates, petit summons, grand jury summons, and barcodes for batches of jurors.
	
	



	3.1.18
	The system will allow staff the ability to create custom reports.
	
	

	3.1.19
	The system will allow for the regeneration of reports.
	
	

	3.1.20
	The system will allow reports to be generated in multiple formats (e.g., PDF, Word, Excel etc.).
	
	

	3.2.1
	The system will allow groups of jurors to have their service ended and service dates changed.
	
	

	3.2.2
	The system must allow notices to be sent to groups of jurors. 
	
	

	3.2.3
	The system will enable staff to send notices to individual jurors.
	
	

	3.2.4
	The system will allow for jurors to be assigned manually by staff or automatically to a group. 
	
	

	3.3.1
	The system will provide the ability for staff to track juror attendance.
	
	

	3.3.2
	The system will allow jurors multiple methods to check in.
	
	

	3.3.3
	The system will provide a report to view all jurors who checked in at a kiosk.
	
	

	3.3.4
	The system will allow staff to check in with a kiosk or using an electronic device (e.g. phone, tablet, etc.).
	
	

	3.4.1
	The system will allow for the processing of grand jury and petit cases.
	
	

	3.4.2
	The system will give staff the ability to create electronic supplemental questionnaires. 
	
	

	3.4.3
	The system will provide staff with the ability to create and update cases.
	
	

	3.4.4
	The system will allow staff to search for case by "Case ID".
	
	

	3.4.5
	The system will provide a way to add jurors to a case.
	
	

	3.4.6
	The system will randomize jurors assigned to cases.
	
	

	3.4.7
	The system will provide a snapshot of the jury pool at the time of panel selection.
	
	

	3.4.8
	The system will enable staff to review juror profile information summary.
	
	

	3.4.9
	The system will support trial activity such as generating random list of jurors for voir dire and reports for case management.
	
	

	3.4.10
	The system will allow staff the ability to add comments/notes for cases.
	
	

	3.4.11
	The system will allow staff the ability to manage jurors while assigned to a case.
	
	

	3.4.12
	The system must allow staff the ability to return case jurors to the pool.
	
	

	3.4.13
	The system will allow staff to manually prevent pool jurors from being assigned to panels.
	
	

	3.4.14
	The system will allow for the retrial of cases and prevent the duplication of original jurors.
	
	

	3.4.15

	The system will allow staff the ability to update juror case (voir dire) status.
	
	

	3.4.16
	The system will allow staff the ability to assign pay codes to jurors.
	
	

	3.4.17
	The system will allow for addition of supplemental earnings for individual jurors based on pre-configured earning descriptions (e.g., daycare reimbursement).
	
	




4. Post Service Management and Evaluation
	Req#
	                   Requirement
	Yes / No
	               Describe 

	4.1
	The system will allow for jurors to be paid for mileage and per diem.
	
	

	4.2
	The system will automatically calculate mileage for jurors based on address. 
	
	

	4.3
	The system will automatically calculate mileage for jurors based on zip codes.
	
	

	4.4
	The system will provide staff with a method for validating payroll.
	
	

	4.5
	The system will provide staff with the ability to adjust payroll for jurors.
	
	

	4.6
	The system will automatically pay jurors.
	
	

	4.7
	The system must send payroll information to the MN check printing vendor electronically.
	
	

	4.8
	The system has the capablility for the automatic generation for satisfaction surveys for jurors who have served.
	
	

	4.9
	The system will allow staff the ability to generate reports to evaluate summoned jurors.
	
	

	4.10
	The system will have an automated, configurable document retention schedule.
	
	




5.Technology Requirements 
	Req#
	                   Requirement
	Yes / No
	               Describe 

	5.1
	The system will allow for Single Sign-on capability using OAuth 2, SAML, etc. protocols.
	
	

	5.2
	The system is configurable, allowing  for state, local, and user configurations, and the vendor must provide configurability details.
	
	

	5.3
	The system can send electronic notices.
	
	

	5.4
	The system will be configurable on security, password, and access features, and the vendor must provide configurability details. 
	
	

	5.5
	The system will provide "shortcuts" for staff for frequently used items.
	
	

	5.6
	The system will make shortcut buttons configurable for staff.
	
	

	5.7
	The system will log application and user activity for technical troubleshooting (e.g., audit trail of all user activities).
	
	

	5.8
	The system will provide staff the ability to customize information provided online (e.g., name prefix to be customizable to accommodate pronouns).
	
	

	5.9
	The vendor can develop and provide support for both the "Admin/Court Staff" and "Juror" modules.
	
	

	5.10
	The "Juror" module is mobile friendly and has a responsive design.
	
	

	5.11
	The application will provide APIs for court-managed integrations.
	
	

	5.12
	The system can interface with other software used for jury management.
	
	

	5.13
	The vendor has mechanisms for onsite services. 
	
	

	5.14
	The "Juror" module login can require Juror Number, Birth Date (MM/DD/YYYY), and PIN fields.
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